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Abstract. Today's society is living in a time of rapid and continuous technological change. 

As such, there is a need to discuss monitoring technologies and their impact on society. The 

aim of this article is to reflect on the pros and cons of video monitoring and surveillance in 

the context of public safety in São Paulo. The reason for choosing São Paulo is that it is the 

most populous capital city in Brazil, i.e. where there are the most people in terms of 

techno-surveillance. Through a bibliographic review of articles and documents from 

independent research centres, positive and negative points were analysed in relation to the 

implementation of technovigilance and its impacts - video surveillance and facial 

recognition, and their products in São Paulo - as well as discussing the relationship 

between these technovigilances and public security in the contemporary context. Thus, 

after analysing technosurveillance in urban areas and its relationship with public safety in 

urban centres, it is understood that it is necessary to discuss these points in the long term, 

because with the implementation of these technologies, there are concerns about the 

actors who provide these technologies in the Latin American scenario, the lack of 

regulation of these technologies, ethical concerns and the repercussions of the effects of 

this technology on the social fabric. 
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1.​ Introduction 

Technological advances change the way human 
beings live in society, their ways of interacting and 
organizing themselves (Silva and Limeira, 2023). 
Souza et al (2023) point out that technological 
advances bring innovations to the field of public 
safety worldwide. In this sense, Pedro and Castro 
(2016) argues that surveillance cameras are 
relevant actors when it comes to promoting public 
safety. In this way, a promising feeling arises with 
the idea that new instruments integrated into this 
context can help counter the feeling of insecurity in 
large cities, as well as contribute to promoting 
well-being, fighting crime and protecting civilians. It 
can be said that after the events of September 11, 
2001, security measures have been increasingly 

studied, such as video surveillance (Barros et al, 
2020), especially in the Western. With these 
considerations, the authors argue that ensuring the 
safety of the population has become essential in 
cities, and to mediate this, the latter must install 
video monitoring cameras and surveillance 
instruments. Thus, this instrumentalization has 
begun a process of closer ties with contemporary 
society, due to security concerns (Evangelista et al, 
2018). This uneasiness is reflected in questions 
about the true effectiveness of these technological 
systems in combating violence, since their 
application is controversial, with the weak 
regulation of video surveillance, who are the 
technology suppliers, and how these technologies 
are being instrumentalized, the authors state. In the 
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Latin American context, in which the capital São 
Paulo is inserted, the authors add that there is no 
specific legal regulation on the subject of video 
surveillance. Thus, in countries with a democratic 
political system, there are social organizations that 
protect civil rights, and they criticize the use of this 
technology, claiming that it violates privacy rights 
(Evangelista et al, 2018). However, the authors 
reiterate the need to reflect on the complex 
challenges in the contemporary panorama, as well 
as how ethics and responsibility work with new 
technologies.  
 

2.​ Research methods 

The research is characterized by being bibliographic 
with a qualitative approach. The search for articles 
and documents on surveillance and public security 
went through independent research institutes, such 
as the Public Policy and Internet Laboratory (Lapin), 
The Igarapé Institute, among others, in the last ten 
years. The main keywords searched were: video 
monitoring; surveillance; public security and São 
Paulo. Finally, regarding the structuring of the 
article, the following format is found: introduction, 
methodological procedures, discussion with the 
favorable and unfavorable points about video 
surveillance in São Paulo, results that demonstrate 
the relationship between techno-surveillance and 
public security in São Paulo and conclusion. 
 

3.​ Discussion 

3.1​Positive points in the implementation 
of technovigilance 

During the Covid-19 pandemic, cameras with facial 
recognition were intended to detect the use of face 
masks, since their use became mandatory 
throughout the country. In addition, the Igarapé 
Institute (2023) argues that these systems also 
measured body temperature during the pandemic. 
As a result, there is a spread of the practice of 
techno-surveillance across Brazilian cities. Barros et 
al (2020) argue that it is essential to ensure the 
safety of the urban population, and to mediate this, 
municipalities install video surveillance cameras. 
From this perspective, Sousa et al (2023) point out 
that the integration of cameras with other smart 
devices - motion sensors, access control systems and 
voice recognition systems - may be a trend. Pedro, 
Bonamigo and Melgaço (2017) argue that 
technologies are seen by public entities and security 
agencies as having high potential to counter violence 
and insecurity in the social environment. 
Technological control and surveillance devices - 
video surveillance - have gained visibility in recent 

years. Video surveillance can be an instrument for 
recording criminal practices, police investigation, as 
well as crime prevention by capturing images and 
data that can be consulted at a later time (Pedro, 
Bonamigo and Melgaço, 2017). Bruno (2013) 
reflects that the activities involving surveillance are 
subdivided into observing, knowing and intervening. 
Thus, observing can be performed in different ways - 
visually, digitally, electronically, etc. - focusing on 
individuals or populations; knowing consists of 
producing knowledge about who is being watched in 
order to trace patterns about the object; and finally, 
intervening is connected to the government's order. 
In this sense, in the field of public security, the logic 
of risk in contemporary neoliberalism requires 
surveillance devices that are predictive and 
preventive (Bruno, 2013) - this reinforcement can 
refer to the technologies of visibility of the 
informational order. With this scenario, the author 
states that if security is understood as a reduction in 
the risk of violence, insecurity and the like, it will 
legitimize the surveillance apparatus. 
 
The Public Policy and Internet Laboratory (Lapin) 
published a report in 2021 on surveillance 
technologies that have been used in public 
management under the argument of improving the 
efficiency of state services. In this context, 
surveillance technologies such as video monitoring 
and facial recognition are applied in public security - 
especially to identify suspects and individuals 
wanted by the police, as well as missing persons -, 
public transportation, schools, customs control and 
biometric identification. 
 

3.2​Negative aspects of the practice of 
technovigilance 

When a video surveillance system is implemented, it 
is necessary to take into account the vulnerabilities 
of the equipment, where the information will be 
stored, as well as which agents will have access and 
the security of the location where these images are 
located. In this regard, the Security Handbook of the 
Brazilian Internet Steering Committee (2012) 
indicates that a vulnerability is a condition that, 
when exploited by an attacker, can produce a 
security breach. Thus, Barros et al (2020) argue that 
it is important for agents who deal with video 
surveillance to know how the information 
transmission system works and to have guidance on 
what to do with regard to networks and storage and 
transmission media when dealing with their own 
vulnerabilities. 
 

 



 

The Lapin report (2021) points out that 
technological surveillance - video monitoring and 
facial recognition (RF), for example - lack 
transparency towards the public, jeopardizing the 
individual rights and freedoms of citizens - due to 
the data from these being migrated to surveillance 
systems, and having the possibility of being shared 
between public and private bodies, or even with 
external actors that provide the technology to be 
implemented in Brazilian territory. Furthermore, 
there is a lack of specific legislation on the subject, 
accountability, security and data protection. Lapin 
(2021) also considers that if there are cameras 
equipped with the aforementioned technologies 
spread throughout the city, it becomes possible to 
trace people's routes and identify patterns in their 
private lives based on an analysis - this is why it can 
be dangerous for the State to share data with private 
actors, as well as worrying if private entities are the 
holders of this sensitive data. Therefore, there is no 
regulation regarding RF surveillance technologies, 
although there are dozens of bills (PLs) spread 
throughout Brazil. 
 
Nunes (2019) states that facial recognition is a type 
of biometrics, a link between a single element of a 
subject's body and a registration system. In this 
sense, the body element can be: the fingerprint, the 
way of walking and the face. The way this happens, 
according to Nunes (2019), is due to the selection of 
some points of the face or finger, and with the 
distances between the points, the probability of the 
subject's face or fingerprint being that of the subject 
registered in the system is calculated. 
 

4.​ Results 

Addressing the issue of urban mobility in the 
relationship between techno-surveillance and public 
safety, Lapin (2021) states that Bill (PL) No. 865/19 
of the state of São Paulo makes the installation of RF 
cameras mandatory in subway stations and the 
Companhia Paulista de Trens Metropolitanos 
(CPTM), and inside train cars - this reinforces the 
aspect of video surveillance. It is worth 
remembering that, according to data from IBGE 
(2022), the capital of São Paulo has around 11.5 
million inhabitants. As a result, the risks include the 
violation of fundamental rights - privacy, freedom of 
movement, mass surveillance; racism, transphobia; 
violation of the rights of children and adolescents. 
Furthermore, the report also states that the 
incorporation of these video surveillance 
technologies by the public sector in the national 
territory, in general, has not been accompanied by 
tools and indicators that allow researchers and 

public safety agents to objectively analyze the 
benefits versus the risks. Silva and Limeira (2023) 
point out that public safety is a topic of national and 
international relevance, and in Brazil, it represents a 
right guaranteed by the Federal Constitution of 1988 
(CF/88). The authors argue that Brazil faces a 
challenge of cooperation between the Union and 
states in order to create a database, in addition to 
the difficulty of integrating intra-municipal, 
inter-regional and interstate data. 
 
Another technology is exposed in the report of the 
Brazilian Public Safety Forum (FBSP, 2023), which 
reports that in the last decade, police departments 
around the world began to use body cameras (COP) 
or bodycams in their operations, with the aim of 
mitigating the use of force during operations, as well 
as improving productivity - a spectrum of 
professionalization. In this sense, in the context of 
Brazil, COPs are recent and are seen as promising 
equipment to reduce police lethality rates, as well as 
restore the public's sense of trust. It is also worth 
noting that these technologies are often in the 
process of being improved and are designed to make 
temporary mistakes. However, such mistakes can 
violate human rights, lead to arbitrary arrests - 
without any evidence of wrongdoing - and 
embarrassment (Nunes, 2019). 
 
Regarding the operation of the COP, the FBSP (2023, 
p. 12) explains that this instrument allows 
environmental data to be recorded before the 
recording button is pressed. In addition, the camera 
has the ability to recover recorded data - resuming 
moments 90 seconds ago in the case of the PMESP 
that precede the recording by the agent - with the 
video being intentional. Following this line, the COP 
model that the PMESP uses is one of uninterrupted 
recording of images and sounds - a world first. The 
software that transforms data into information is 
the Digital Evidence Management, Custody and 
Sharing System (Evidence) (FBSP, 2023, p. 14), and 
the data is stored in cloud storage with Axon 
Enterprise Inc., a US company, as it is less costly. 
Silva and Limeira (2023) state that the use of COP or 
bodycam is not an innovation, since it is already 
applied in other places - the United Kingdom, 
France, Italy, Germany and the United States. 
 
Currently, police forces hold a significant amount of 
data that can be used to predict and prevent crimes, 
identify patterns and suspicious behaviors. This is 
often possible with Internet of Things (IoT) 
technology, which aims to connect devices and 
systems in order to monitor urban spaces in real 
time (Silva and Limeira, 2023). 

 



 

 
In the capital city of São Paulo and its state, there is 
a characterization of organized crime, sexual and 
gender-based violence, urgently requiring new 
public policies, according to the CESeC report 
(2019). According to Fonseca Netto (2019), the City 
Cameras Program belongs to the Municipal 
Secretariat of Urban Security (SMSU) of the city of 
São Paulo, whose objective is to intensively use 
technology to innovate in the provision of urban 
security services, monitoring in real time the places 
that require more security, places with large flows of 
people, and can be monitored by the GCM, military 
police and other entities concerned with public 
security. However, Fonseca Netto (2019) states that 
the City Cameras Program is in the process of 
modernization and development of a new platform, 
as a result, the display of images and registration of 
users and companies have been interrupted. 
 
We can see, then, an update of technological 
innovation, while at the same time moving towards a 
state of volatility of public policies, remembering 
that these must be consistent in order not to reflect 
and propagate negative effects on the safety of the 
population of São Paulo and the feeling of well-being 
in the most populous capital of Brazil. Furthermore, 
it is possible to say that the analysis of the impact of 
this relationship between techno-surveillance, 
whether video monitoring, facial recognition and the 
like, in Brazilian cities is under development. The 
Igarapé Institute (2023) thus states that Brazil - and 
this is reflected both in the state and municipal 
context -, in general, lacks legal robustness on the 
subject, as well as a lack of understanding of 
cybersecurity and the effects of this proposed 
relationship between monitoring and control 
technologies with public safety. That said, São Paulo 
needs to look both at the past and at the present  as 
for the future in a critical and consistent perspective 
regarding long-term public security policies, 
avoiding unnecessary dismantling. 
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6.​ Conclusion 

It is clear that video surveillance, RF and body 
cameras are important technological tools in the 
contemporary context, since they provide support to 
people responsible for public safety in their actions. 
Furthermore, with the implementation of these 
instruments, police lethality rates may fall - 
eventually improving efficiency and spreading the 
common good - with the installation in strategic 
points, and video surveillance technologies can 
support those who operate with this in predicting 
patterns, as well as in preventing crimes. However, 
one must be concerned with ethics when involving 
technology, and be careful with discourses of being 
monitored, the low regulation on the subject, where 
the data of the monitored population is being stored, 
the external actors involved in this dynamic that 
provides these types of technology portrayed - ask 
yourself what we can learn from them. In fact, it is 
interesting that video surveillance and RF 
technologies are applied in everyday life after 
undergoing improvements in order to avoid 
erroneous identifications. With this, the government 
of São Paulo will continue to implement 
technologies and, in order to relate video 
surveillance to public safety, the city's citizens can 
develop a sense of well-being and security, if for a 
well-constructed public policy that is free of lives. It 
is essential that both municipal and state 
governments focus on the construction of long-term 
public policies, with the aim of not dismantling and 
not discontinuing, taking into account all the flows - 
beneficial and harmful - that circulate around us 
continuously. 
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