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Abstract. The exponential expansion of transnational digital platforms has presented profound 
challenges to national legal systems, particularly regarding the safeguarding of democracy, 
jurisdictional authority, enforceability of judicial decisions, and corporate accountability. This 
article examines the adequacy and effectiveness of the Brazilian Civil Code, Civil Procedure Code 
and the Internet Bill of Rights (Marco Civil da Internet) in addressing these issues, taking the 
Supreme Court’s suspension of X Brasil Internet Ltda. as a case study. Employing a qualitative, 
legal-analytical methodology that combines case-based analysis with doctrinal research, the 
study concludes that although the Brazilian legal framework provides mechanisms such as fines, 
and service suspension as well as corporate veil piercing against economic groups, these 
measures are often insufficient when companies lack formal legal establishment within national 
territory. The analysis demonstrates that a broad and purposive interpretation of existing norms 
is essential to uphold judicial sovereignty. Nevertheless, persistent enforcement challenges 
suggest the inadequacy of isolated national responses. In this context, the article briefly considers 
the possibility — to be further explored — of recognising transnational corporations (TNCs) as 
subjects of international obligations, similar to States, as a means to strengthen global 
accountability mechanisms. 
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1. Introduction 
The exponential growth of digital platforms and the 
transnational nature of their operation, as well as the 
relevance it has gain in people’s life, have presented 
significant challenges to national legal systems, 
particularly regarding democracy, jurisdiction, 
enforcement of court decisions, and corporate 
accountability. In the context of a investigation of a 
possible attempt of coup d’état in Brazil, on January 
8th, 2023, the brazilian Supreme Court has 
determined X to bring into Court conversations from 
users that were being investigated, as the suspension 
of some user’s acount. The repeated refusal of X to 
comply with the decisions has shed light on the above 
mentioned problems. 

This scenario evinces problems in applying the 
current framework, especially when foreign 
companies attempt to evade liability by ceasing local 
operations or removing their legal representatives. It 
also raises questions regarding the adequacy and 
sufficiency of the existing frameworks – Internet Bill 
of Rights (Marco Civil da Internet) and Civil Code –, 

as well as how they should be interpreted and 
applied. Furthermore, it prompts reflection on 
whether legal reforms are necessary to ensure the 
enforceability of judicial decisions against global 
technology companies. 

Thus, the research problem identified is to what 
extent the Brazilian Civil Code and the Internet Bill of 
Rights are effective in holding foreign companies 
accountable when they refuse to comply with 
Brazilain courts’ decisions. As its objective, the 
article aims to focuse on the analysis of the referred 
effectiveness. As the main specific objectives, there 
are the examination of the legal treatment given to 
foreign companies under the Brazilian Civil Code and 
the Internet Bill of Rights and the study of the 
available legal instruments to impose liability and 
sanctions on foreign digital platforms operating in 
Brazil. The hypothesis is that the current legal 
mechanisms require a broad interpretation to secure 
the effectiveness of Brazil’s judicial sovereignty, 
which was confirmed. 

2. Research Methods 



 

 

This research adopts a qualitative legal-analytical 
approach, beggining with a case-based method and 
then proceeding to doctrinal research. For this 
reason, the case will be presented first, followed by 
the identification of the main legal issues under 
discussion, which will serve as the basis for 
addressing the research problem. The paradigm case 
chosen is the suspension of X (formerly twitter) in 
Brazil, by the Supreme Court. 

3. Discussions and Results 
This chapter will focus on addressing the research 
problem applying the methodology previously 
referred to. In this sense, it will be subdivided into 
three sections: a brief presentation of the case; the 
legal background adopted in the decision; and some 
discussion about the application of the legal 
framework adopted. 

3.1 Brief presentation of the case 
Before starting explaining the case of X suspension, it 
is relevant to present a little context of the Brazilian 
political scenario. The former president, other 
politicians and influencers, including renowned 
entrepreneurs, are under investigation for trying a 
Coup d’état on January 8th, 2023. The investigation 
involves smaller investigations related to 
dissemination of fake news and usage of social media 
platform to spread it with the intent to destabilize the 
government. Elon Musk himself is under 
investigation (INQ 4957) for alleged practice of 
criminal organization, obstruction of justice and 
crime incitement.  

On August 8th, 2023, Pet. 12404 [1], Justice 
Alexandre de Moraes, from the Supreme Court, 
issued a confidential notification to X Brasil Internet 
Ltda. determining the blocking of some suspect’s X 
user account and the breach of confidentiality of 
registers, connections and telematics dada during 
March 1th and August 7th, 2024 , under penalty of 
R$50.000,00 daily fee [2]. This confidential 
notification was published by @GlobalAffairs, an 
official X account, on its official page on X, declaring 
that this document was demanding censorship [3]. 

X didn’t comply with the decision, nor with a second 
decision in the same sense, but increasing the penalty 
fee. There were several attempts to notify the 
company without success, at which point the Judicial 
officer was informed that the company’s lawyer had 
been changed. The Judicial officer tried to establish 
contact with the new lawyer without success. 
Considering this scenario, Justice de Moraes 
determined the notification of the legal 
representative of the company in Brazil, under 
penalty of R$20.000,00 daily fee and imprisonment 
for noncompliance with the court decision. On 
August 29th, 2024, X had accumulated 
R$18.350.000,00 in fines [1]. 

On August 17th, 2024, X declared the discontinuation 
of the company’s operations in Brazil, firing all its 
employees, including its legal representative, while 

maintaining the website accessible to Brazilian users 
[3]. On August 18th, 2024, X was notified, through its 
majority shareholder Elon Musk, to appoint a new 
legal representative within 24 hours, under penalty 
of suspension of its operations in Brazil until the 
decisions were complied with and penalty fees were 
paid [4]. 

On August 24th, 2024, Justice de Moraes determined 
the blocking of all accounts and assets of Twitter 
International Unlimited Company (CNPJ nº 
15.493.642/0001-47), T. I. Brazil Holdings LLC (CNPJ 
nº 15.437.850/0001-29), X Brasil Internet LTDA. 
(CNPJ nº 16.954.565/0001-48) and the legal 
representative, Rachel de Oliveira Villa Nova 
Conceição, to pay the existing debt. The blocked 
amount wasn’t enough to cover the debt, so Justice 
de Moraes recognized the existence of an economic 
group, piercing the corporate veil, between X Brasil 
Internet LTDA., STARLINK Brazil Holding LTDA and 
STARLINK Brazil Serviços de Internet, all connected 
to Space X and administrated by Elon Musk. In this 
sense, Starlink Brazil Serviços de Internet had also 
had its bank accounts frozen [1] 

X didn’t comply with the decision and was suspended 
on August 30th, 2024. On September 18th, 2024, 
through an update, X services were restored. Once 
again, on the same date, X services were suspended 
and a R$5.000.000,00 daily penalty fee was applied. 
On October, X paid the penalty fees and complied 
with the Supreme Court decision, having its services 
restored. 

This brief presentation of the case provides the 
necessary context for outlining the applicable legal 
framework, which will subsequently be critically 
examined in the following section. 

3.2 Legal framework 
The Brazilian Civil Code establishes that any foreign 
company must have authorization from the 
Executive Branch to operate in Brazil, even through 
subordinate establishments, regardless of its 
purpose (art. 1.134) [5]. With the request to operate, 
the company must indicate and prove the 
nomination of a permanent representative in Brazil, 
with the authority to resolve any issues and receive 
legal summons on behalf of the company (art. 1.134, 
§1ª V c/c art. 1.128) [6]. This permanent 
representative is the company administrator and is 
jointly responsible with it (the company) if 
negligence is characterized in the performance of 
their duties (art. 1.016) [7]. The Civil Code also 
provides that any foreign company duly authorized 
to operate in Brazil is subject to Brazilian laws and 
courts regarding acts or operations conducted in 
Brazil (art. 1.137) [8]. 

Brazil has an Internet Bill of Rights, which is Law nº 
12.965/2014 (Marco Civil da Internet), that 
establishes the principles and objectives of the 
internet usage in Brazil, stipulating users’ rights and 
guarantees as well as obligations and responsibilities 
of internet service providers and internet connection 



 

 

providers. The Internet Bill of Rights establishes that 
application services providers are civilly liable for 
any damage caused by content generated by third 
parties, as long as the service provider has been 
informed about the illegal content and has not 
complied with courts decisions regarding it, 
respecting its technical limitations (art.19)[9]. 

The Internet Bill of Rights also established that any 
collection, storage, retention and processing of 
records, data, or communications by connection and 
internet application providers, where at least once of 
these acts occurs within national territory, Brazilian 
legislation must be strictly respected (article 11) 
[10]. Any infringements during these activities can 
be punished with a (i) warning, with a deadline for 
the adoption of corrective measures; (ii) penalty fee 
of 10% of the gross revenue of the economic group in 
Brazil, considering the economic situation of the 
offender and the proportionality principle; (iii) 
temporary suspension of the activities that caused 
the infringement; and/or (iv) prohibition on 
practicing the mentioned activities (article 12). 
Article 12 also provides that foreign companies will 
respond jointly with their Brazilian subsidiary or 
office for the penalty imposed [11] 

In his decision, Justice de Moraes affirmed that Elon 
Musk initiated a disinformation campaign about the 
Supreme Court and the Superior Electoral Court, 
instigating disobedience and obstruction of justice, 
by declaring that X wouldn’t comply with any 
decision from Supreme Court. In this sense, the 
justice understood that it has been characterized the 
use of illegal mechanisms by X and also the presence 
of strong signs of intent of criminal 
instrumentalization of X, by Elon Musk, investigated 
in numerous procedures 

3.3 Legal discussion 
It is notable from the above that the main legal 
discussions involved in the case are the: (i) 
constitution and representation of a foreign 
company in Brazil; (ii) liability of internet service 
providers; and (iii) enforcement of Court decisions 
against foreing companies. The main public 
discourse employed by X and its majority partner is 
that the Brazil’s Supreme Court is violating freedom 
of speech and, therefore, they will not comply with its 
decidion in order to protect this fundamental value 
for the people. By doing so, X Brasil Internet Ltda. 
undermines the authority of the Supreme Court and 
infringes upon Brazil’s sovereignty. This paper will 
focus exclusively on the enforcement of decisions 
issued by Brazil’s Supreme Court towards foreing 
companies providing services in Brasil, as presented 
on the research problem. 

The influence of these transational corporations 
(TNC) is exponentialy increasing at a level that 
allows them to interfere in the cultural and consumer 
standards of a given society [12]. With politics an law 
is no different. HSBC Bank has treatened terminate 
its operations in United Kingdom if a specific bill, 
which would increase its expensses, has been passed 

[13]. In Brazil, as we saw, there is an ongoing 
investigation that consider the instrumentalization 
of X agains Brazil’s democracy. 

Two different scenarios are presented in this 
situation: when the foreign company has a subsidiary 
in Brazil, legally constituted under Brazilian law, and 
when the foreign company does not have a 
subsidiary, but operates online, against Brazilian law. 
The paradigm case can be allocated on the first 
scenario, since it was a legally constituted Brazilian 
company and, besides trying to end its operation on 
Brazil dismissing its legal representative, there is no 
record that its operation was legally terminated. 

Initially, scholars understood that article 11 of the 
Internet Bill of Rights conditions the application of 
Brazilian law on the existence of a physical presence 
in Brazil, insofar as it requires that the acts have 
occurred within national territory, as well as that the 
terminals storing the data are also located in the 
country [14]. On the other hand, paragraph 2 of the 
same article enphasises that as long as services are 
being offered to the Brazilian public or there is a 
subsidiary located in Brazil, it doesn’t matter if the 
parent company has its headquarters abroad. 
Regarding the offer to the Brazilian public, some 
authors refer to it as virtual localisation. In this 
scenario, when a company offers a service/product 
to a specific market outside its own country, it is 
showing its intention to stablish itself in that market, 
being virtually located in this new country [15]. In the 
same sense, the Brazilian Superior Tribunal de 
Justiça (STJ) has ruled that the idea that any internet 
provider hosted outside Brazil won’t be reached by 
the national jurisdiction or that the Brazilian laws do 
not apply to it is misleading [16]. The same 
interpretation is applied by the Supreme Court, as we 
can see in the decision issued on Pet 9935, where the 
Supreme Court has determined Rumble Inc. to 
provide informations about users as well as to prove 
its legal constitution and representation in Brazil 
under penalty of suspension [17]. 

When a company is duly constituted in Brazil, the 
Civil Procedure Code (CPC) foresees specific 
procedures that can be taken in order to force the 
company to comply with the court’s decision. These 
measures vary depending on the decision’s content 
and the company’s behavior [18]. For example, in the 
paradigm case, the Supreme Court ordered X to 
indicate its new legal representative under penalty of 
daily fine. Once the company didn’t comply, the 
penalty was increased. Again, the company 
disobeyed the decision and, consequently, the 
penalty of a daily fine was turned into a suspension 
of services until compliance. X Brasil Internet ltda. 
ultimately complied with the decision. 

However, the question that remains is how the 
Brazilian courts will enforce their decision when the 
company is not legally constituted in Brazil, but 
provides services or products to the Brazilian 
market? As mentioned above and duly applied by 
Supreme Court, the Brazilian Internet Bill of Rights 



 

 

provides for the possiblity of warning, penalty fee, 
suspension of a company’s activities, or proihibition 
of its operations in Brazil, when it fails to comply 
with Brazilian law. 

In Brazil, there is a national agency responsible for 
the regulation and fiscalization of the 
telecomunications, named ANATEL, which is, 
therefore, responsible for regulation and 
fiscalization of internet services providers. When a 
decision to suspend a content service provider is 
issued, the injunction is sent to ANATEL, which then 
notifies internet service providers to block the 
content provider (websites) [19]. Thus, the internet 
service providers are the responsible for enforcing 
the blockage of content providers. 

Therefore, to date, the only recourse available to 
Brazilian courts for enforcing their decisions against 
companies not legally constituted in Brazil seems to 
be the suspension of their activities. Another 
possibility that may help different countries enforce 
their decisions against TNCs is an international 
approach rather than a national one. As there is a 
growing perception among various countries that 
TNCs are violating the liberty, welfare state, 
democracy, sovereignty and other values, it seems 
appropriate to consider them as international 
subjects of obligations, like States, as the 
contemporary doctrinal trend has defended [12]. 

4. Conclusion 
The X Brasil Internet Ltda. case highlights the 
challenges national courts face in enforcing their 
decisions against transnational corporations that 
either evade or resist local jurisdiction. Although the 
Brazilian Civil Code, Civil Procedure Code and the 
Internet Bill of Rights provide mechanisms like fines, 
service suspension and corporate veil piercing 
against economic groups, their effectiveness 
diminishes when foreign companies lack a formal 
establishment in Brazil. The analysis confirms that 
broad interpretation and firm application of existing 
laws are essential to uphold Brazil's judicial 
sovereignty. Nevertheless, persistent enforcement 
challenges suggest the inadequacy of isolated 
national responses. National mechanisms, while 
essential, often prove insufficient to address the 
extraterritorial operations and influence of 
transnational corporations (TNCs), particularly in 
the digital environment. From this article emerges a 
relevant research hypothesis for future exploration: 
the recognition of TNCs as subjects of international 
obligations could offer a path towards strengthening 
global accountability mechanisms, ensuring that 
corporations operating across borders cannot evade 
judicial oversight by exploiting gaps between 
national legal systems. 
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